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AR BA] LA ATHE BT SRAR A RS A VA 22 2 1P
FbE, AR TSR R R (&2
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[1] W3C. WebAssembly Core Specification v2.0. 2023

[2] Google V8 Team. JavaScript vs WASM
Performance Benchmark. 2023
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Report. 2024

[4] WebLLM Team. TVM-based Compilation for
Browser Inference. MLSys 2023

[5] Intel. SGX-Protected WASM in Edge Computing.
IEEE IoT Journal Vol.19, 2024
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FEHEFTHRBEORAS REGEX, AR
SRR, FRTRAAENS, RRAFAN,
( %) & M8 https://b23.tv/jstBP1K )

fepfEAS R, HEEHANR,
( Ik https:/zhuanlan.zhihu.com/p/349997385 )

RREA—FE, RIEZ—FF R,
T RITEM
and it's better to be absolutely ridiculous than absolutely
boring. ) i - 4% (Marilyn Monroe )
(#&4miz https.//language.chmadally.com.cn
/easyEnglish/2014-07/31/content 18223493 .htm )

Rk ST
( Imperfection is beauty, madness is genius

BRI BTV TIEA ., B TEARMA

Ao U 89 LA Ao, A2 R E R R, ERE TR
FEERMIGHEH . ( ‘My success was due to good
luck, hard work, and support and advice from friends
and mentors. But most importantly, it depended on me
to keep trying after I had failed.” ) ——% % - 44

( Mark Warner )
( #¢ A https://au.indeed.com/career-advice/career-
development/hard-worker-quotes )
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PipeOffload: &idNFMRLIZF

Kk 2k

TR R

( 7 https://weibo.com/8004429662/PvUonyNN7 )

—. 5l5

MAKLIETT (PP) FEUNZR KRG & 1R
(LLMs) W2, SRmbEE R K&
FfEe, N Rt E g, o
HIE N AETERER BRI 7 . SeaAl
Lab$i¢ t [ PipeOffload 58 £ T R i K & FF 47+
) 7R T8 43 TR e 0 PN A 28 280 SR e B R X —
6o B SRR A B, HE R B EhR I
T, 2R e T AT LLE T
RGO T TEI . Yok e A IR,
HEINT — P A S B v E 30k %, %K%
AE LU T~ Zet 1 77 PR AR R N 7. It
4b, PipeOffloadid ¥ N 17 1 28 5 H A 47 A AH 45
&, GRFBZEEAEREEMA ARG . SCIIE
HH, B TS P A o] LURE & o BOSE 1
DA >, BRI A sk &84T
HOLR) kR, ERAETE RN N AATHAE T e
TR 19% Y I

100% -

> B0%

60%

1] 2 4 6 8 10 12 14 16
Number of pipeline stages for offloading per device

=\ TR THIRN R S TEEIEAGE
PR K A Transformert 2 (1Y) S HOR AL EH &
TACENY J, BRI T2 AN & Loy

I SH ARG R R EE . 5ZeROMKEIFAT
ML, FKZEIFHAT (PP) BA B ARAY A Al
B BRI . R UK A T TR B
)3l 73 RS ZE N A TR, (HIE AT ek
PRS2 BIFEHR WAFHI BRI . G K 22 BLAY
R e EEE, HREEZH
Ptk et MUK S, X RIS i A4
PRIER N AF TR ORFAVEE o

TEIX I AR v K P A 2 MR A
PR TR P AR Tl . B R A AF I 3
TEEAEIFAT (DP) e iz R M, (HIAER
IREFFATH BT DTEAR AR B ARBIRE
TR LIFATRRAMNIE 5 N AFEN L, A A i) A4 7
AR [ 3 -2 1) 4 B i) ] B A 5800 38R0 EE BT 2
RN T — N ARIE L, AT
HoA 5 XSS EI R T B
PA G & 25N R RO . R
HEAF U3 5 HAR T S, WAREIZT DL
— R “RIRE .

Theoretical k Slowdown of Fully Offload (%)

40964 170 146 115 | 4096 {31.1%  20.0% 4% NI
150
§ s120{ 140 123 SETRERZ) 5120 {15.0% 029 20
.5% %
%

c
g 6144 119 0.88 LB g
] 094 080 1.00

k-3
g IEYE 092 084 072 075

JLPZUE 0.74 069 061

0.50
4096 B192 16384 32768

Sequence Length

4096 8192 16384 32768
Sequence Length

=. BibEAR
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SRR IR, o A A R (i
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iy, AR T UEE N A7 0T % 2 RG24 1F1B
#50%.,

3. EIESEHBA -

rrranco [ERIERL |

Stage 0 I Forward @ Interleave &
Stage 1 Squeeze
[ T 1 [ ] s|Bllz2 s
8

PP rank 2

- RRMAL . W GeLUS R IR IZEITHE,
WD 40% I N AE s R RS R 3T  NER SR I £
FEPCI-Eni v ; i L% v X FEAR NN 17T
B,

- FREEE . R ATTACEEIE S EHN
B, MR ZRERN S, TS EE K,
Fi e E UGN B AL, JEEad ik
Fla) [l B PCI-EFP 2

M, RERE

M) SRRE, PipeOffloadfE >k — T AR H B
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Fr SR, (HEC L5 T ANz 24
SR, AokB & i st AR BRI, A8
HRRAENS 7053 R g BB IR A P s, el
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SEEE
* https://arxiv.org/abs/2503.01328v1
+ https://zhuanlan.zhihu.com/p/1885394078486733999

Stage 0 Activation Stage 0 [EM  weight

Building block with
shorter lifespan

Stage 0 Activation Stage 0 |  weight
Stage 1 Gradient Stage 1 Gradient
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Systematic CXL Memory Characterization
and Performance Analysis at Scale
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HouseFuzz: Service-Aware Grey-Box
Fuzzing for Vulnerability Detection
in Linux-Based Firmware

STy
LR

BEEPIHER (10T ) Bearh) [z, £ T Linux
B BT A 2 sk SR B BRI U, Ay A Bk i 43%
BT fdefitah Jy . ARTT, JXUEi f5 i e A 7E
B 224 il AR 2 2 B2 Ty, WRES AR
VR ARG AT E Je SR, AP HER A P
B E R B . T R X — Bk, i
“ HouseFuzz: Service-Aware Grey-Box Fuzzing
for Vulnerability Detection in Linux-Based
Firmware” FIzmiA:, FEHEMLE 5 RG24 440
1ol A0 Rl PR T % 25 UIEEE S&P 20255% o i%IF5T
FaH, BUA O RSO IR AR P R RE 75 4
fE I PR IR 25 B N FEARFPE T RCRANRE o ke, A
BRRH T AR . IR S5 RG2S R )
i\ T.H-HouseFuzz, il = KIZOHAR RS
e Y Il A 0 3 O T ) R AR MR 55 TR
B, ZHRWEEIGR, DUIR S HhidE S
R I B A= o

Input EL |
3 Pl i A

Standard _! E Service Protocol 11 Multi-process Fuzzing i
™ Guided Fuzzing Framework |
I

Service Fuzzing

-
1 Firmware

i| (§7.2) Service Protocol H 3
Inference i

E ¥ = e
' - i ulti-Process || |,

! §7.1) Service Protocol E : Vulnerability i \{"E‘
; ELSTW"“’ ::zmq " Detection ;
g_#r#—-

Protocol Qe | oo
H L Basic Fuzzing
1 Extend | (Single-process)

(Protocol-unaware)

(§6.1) Multi-process
Coverage Guidance |!

(§7.3) Service-
Protocol-Guided
}|_Test Case Generation_|i

B 1 HouseFuzzZ#H

¢ G R0 K e A 0 1 4 1] ) 5 B

=

AR, AHIA TFEFERL . RSRII i ) A2
EAOI AT BB, X SEHkE 3 2R
TXFWEAEIR SFRF RN R, S BT
ZM . R o R S AL Jey B 1
Linux [l ik 55 85 H 24 R Y E T, 4%
T 1] R 2% Y SRR AE I BERR B)EAE (IPC)
filh % B ~FAR R . A 7 M DL SE R AL
P2 RIS . XL T AR TTE: X
RIFIEACK B 2 h BLAE T 5 b i A 2
TR, XS EOR B AFRRFRH D RE 5
PR H ARG . BT 2 RGN T
P XEOTIRS BRI R RS, Mtk
SoERE, (HFE AR . NVRAMPEC B 55
) R kR o e A A I R 8] A i P )
BRAE, MR 555 AERR DM (JIHTTP ) 2 |
SR EEF I, SINT FENEXY
W, IR E RN . AR AR AR XS
A R o IUEBORIINNR T 2R =
TR, AOMPRUED ISR BEATRERL . B H B
AR S, XA I R 614 K 2 A TG
238 IR S5 W L2 0 1E SOARSe T B R 4
Teik SR IZ ) . AT REAEAE I I 0 Il 55 32 5,
TR T KRB TR

MfEd Pk, HouseFuzzixit 1 i1 By
REEFITRRE, A0S =R TAERRZ OB
FARVENR 55123 (Holistic Service Identification),
% it F2 A B I 3 HE 42 (Multi-Process Fuzzing
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Framework) Fl il 55 th i 48 = 09 B8 ) 3K
(Service-Protocol-Guided Fuzzing),

by 2 B4 THT B R 5 B 4E), HouseFuzz ] i
PEHL NS S E R GRS AT BAK
M & , HouseFuzzA H QEMUH F 8 2 $H 47 [l
PERYINITRERE , I [6)20 6 B H B it i P -2k
2, DS SERNRE [T . TR
G T a2l 8 i 6 143 S S NP 3 2y
AR, KRGS A TIZ R THLERY
A v LUK B 5 60 S B AR A, JFRZ AN T . 1
I, FINOPHE & i — A ek LIGE i % 5
o (HAHERERNRE, ZEREER T —E& 8
PERG SR L] OV IHETER R4k . IR — DT
SEUG AR PR A IR 55 i E R R
RGEHE %A T BA B IR TF 45 1 B 3h4
B @ XF MBI 5 BEEER,
HouseFuzz B il fR R L) 1540 i 2 1Y) 58 %
P, I B g R e S 7 ik 245 %
BT IR IR 55

Algorithm 1 INIT Emulation

Input: /'mg - Firmware image,
N - Max attempt times
T'O - Timeout of each emulation run
Output: Img - Patched firmware image,
C - Identified network or IPC channels
: P« IdentifylnitProgram(Img)

1:

2: C « Nil

3: repeat

4: T « TraceEmulation(Img, P,TO)

5:  PrevC « C:;C < IdentifyChannels(T)
6:  Ex + IdentifyException(T)

7:  if Ex = Nil then

8: return [mg,C

9:  end if

10:  if PrevC.size > C.size then

11: return Prevlmg, PrevC

12:  end if

13:  Previmg + Img; Img < PatchException(Img, Ex)
14: N« N-1

15: until N =0

B2 B INITSEAZ RS ik

HK, fvi RS kR o A AR )5
M1, HouseFuzziXitIHsSLal 7 — M EIHaN £
BEFEASORIGAHEZE , HoAZ O AR ) Rl — A

SERENR 55 0 BT A AH SR HE R —— B4 ) 45 i v 1
FE . SPPRERE b TR ——AE A — Akt
IR NE S0 . HRBE BT SR BLE =
AT S, RS S, L
A2 REARENRBESREE, Wi
T A R TR S A A, T A AR i
SIEE S LB A R, R RE SRR DIAE
WeamE ) 2 R HR e, SR N B T IR
SFRAEEN, S, ATROR 2 BERR IR T
RUCERERTE SE0ENE, ZEZSIN T
e (TCE) ARlALS], BN FZEEN
BERERE ST AR B SERbRS, B TR 2R
2 | O L = B ei o e W e d g Y b 2 G AS
PEREEFEAVOMWTI RGN . =, %IE
DR Y T 22 3 FE e W 7 ML (Multi-Process
Vulnerability Oracle), BESEAEHHINMIFFR A 7EAE
EIR S5 BERR P i & B AR R S i A TE NS
e .

le-Process Test Case Executi

Multi-Process Test Case Executiol

_________________________________

__________________________________

i mm—mm——r—mm—i——— i —
i1 Service NP: Network-facing Pnn‘cssg E:::;:'dg E
DP: All Daemon Processes [ Stopped or Waiting i
[@ Stopped or Net Resource Released |

B3 % AR KA S I

IR DRAR SRR I AAE AL B e AR IR 55
WHTEY SR, HouseFuzziXit T IR S5 hil48S:
BRI LR . IR O IN T 2R
A&l (Token Dependency Graph, TDG) iX —#Hk
&, BEENE RSO 2 S R LR
BATIE AL TR, 995 (Node) 103
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PR A SCEE RS B CHIARE) |, FFRBR -
B4 (Path), #E (Key)., fH (Value) S5iF LR,
MMiiJ1 (Edge) W36/ 4 R T AFAE 4 i i B0
P AR AR AR o A B DR TDGHY 4 1 5 1 1
%, HouseFuzzziH | —F &4k STELAHL A1)
BANREE K H S gL 0 . s el 7Epd
B IRTFLAET,  ZR e of [ A B SOk
TTRF ST S8R0, FETRBGSTE
B A R RO R o TR AT . FEARAN I
Y, RER HISEVERAR (Fl, Wi
strempZEFAFH USRI ), SER AR 5540 34
NEARA 7, b gl 25 T R ) 4 R
R

LM A 53815, HouseFuzzfTDG 5
i AR AR E B ) B R SCTE R 3% (CFG) H4G
&, LITDGIE S it e . X PO ifir 174
A I ) AN AE 1B i EARF A bRiE (B
CFGPRIE ) , AR X B 1@ b il ny
FRELH, e, XPhRIERENE AR ki T & Y

BN, A RGE R 55w ) P SRS B i, N
RN Z AR DL fih Sz i (RS 72, g
T 17 BRI 2 AR

IS SRR 60 FLL [ A (1) A4 £ %t
HouseFuzzit 47 T 41 . Z4E TR, 5
SoTAT.H GREENHOUSE ¥4 TR AXFH . 7E
PO RAR 55 71, HouseFuzzh 3L H B HE:
e, BRI T 311 AMLIRS, W
FirmAE Fl GREENHOUSE 433 HiR5 7 128 Al
49,

i GREENHOUSE *  FirmAE*  HouseFuzz*
Protocol ‘ # Service Recall Rocall Rezall
HTTP 98 44.9% 43.9% 95.9%
Telnet 40 0 30.0% 100.0%
UPNP 28 0 39.3% 100.0%
NetBIOS 24 0 33.3% 91.7%
DHCP 23 0 34.8% 91.3%
(DNS) 2 0 18.2% 90.9%
NCI 18 0 11.1% 100.0%
mDNS 13 0 61.5% 76.9%
LLMNR 11 0 63.6% 63.6%
SSH 7 0 28.6% 100.0%
RIP 4 0 0 100.0%
AFP 4 0 0 100.0%
TFTP 3 0 33.3% 100.0%
STP | 0 0 100.0%
Unknown 142 0 64.1% 47.2%

Summary | 438 10.0% 45.0% 79.0%

B4 AR TR IR S L i R

TABLE 3: General fuzzing performance comparison (RQ1).

Vendor |

| Avg. Edge Code Coverage!

Number of Detected Vulnerabilities

Sienkes esices GREENHOUSE HoOUSEFuzz GREENHOUSE HouseFuzz
DAP 12 20704 28924 1 14
D-Link DIR 3 4480 5678 0 0
it DSP 1 2449 2969 4 5
GO 1 1442 1841 0 0
WN/WNCE 2 1522 2625 6 19
WN*AP/WAC 7 15715 16408 0 0
Netgear? | WN(D/DR/R) 8 6886 11209 20 57
WPN 1 766 994 2 2
X(AV/W)N 2 3620 4745 5 22
Trendnet TEW 4 3012 4068 8 9
Summary | 41 11072 14767 46 128
B5 BEFRARK L RKFE KB ki
TEXU7 #REMIR 414k 55 |, HouseFuzz S
, st sbr L D A s LIRIE
TERRTTE 32 P HIRE Y 24.8%, HAEST I -
20248 1 AT R A

BERTRL, N AI 71, HouseFuzzfs:
iz 128 AN E ( HoHr 1104 24 0-day ) , 1l
GREENHOUSE & BL 46 4~ ( H: 401 A 0-
day ) , O-daylwilil & IEEIRTF T 175%,

UEEAOHE S

Email: jiangzongze@outlook.com
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